List of Claims / Amendments 



Claims pending: Claims 1, 3-39, and 41-57 

Canceled or Withdrawn claims: Claims 2, and 40 

Amended claims: Claims 1, 20, 21-28, 37-39, 46-47, 49, and 54 

Previously Presented: Claim 45 

New claims: None. 

1* (Currently Amended) A method performed by a control client 
that communicates with a load-balancing cluster of server nodes configured to 
service application-layer requests sent by user clients to a virtual address common 
to the cluster, the method comprising: 

dynamically determinin g, by the control client, which server nodes are 
members of the present members of a load-balancing cluster; which includes 
nodes and a node manager; and 

monitoring application-layer availability of one or more members of the 
server nodes in the load-balancing cluster, the monitoring being performed by one 
or more clients the control client generating and sending, from outside of the load- 
balancing cluster a pplication-layer, requests to those server nodes determined to 
be members of the load-balancing cluster; and 

in accordance with the application-layer availability of a server node in the 
load-balancing cluster as determined by the application-layer monitoring of the 
control client, sending to the load-balancing cluster a message that is configured to 
control whether the server node handles application- layer requests sent to the load- 
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balancing cluster by the user clients, where the application-layer requests sent by 
the control client to monitor application- layer ayailability conform to a same 
application-layer protocol that the user client requests conform to, 

2* (Canceled) 

3. (Original) A method as recited in claim 1 further comprising 
exoclusterly and selectively deactivating one or more active members of the 
cluster. 

4. (Original) A method as recited in claim 1 further comprising, 
based upon the monitoring, identifying one or more active members of the cluster 
that are presently overwhelmed at the application-layer, 

5. (Original) A method as recited in claim 1 further comprising: 
based upon the monitoring, identifying one or more active members of the 

cluster that are presently overwhelmed at the application-layer; 

exoclusterly deactivating one or more members identified by the 
identifying. 

6. (Original) A method as recited in claim 1 further comprising 
exoclusterly and selectively activating one or more inactive members of the 
cluster. 
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7. (Original) A method as recited in claim 1 further comprising, 
based upon the monitoring, identifying one or more inactive members of the 
cluster that are not presently overwhelmed at the application-layer. 

8. (Original) A method as recited in claim 1 further comprising: 
based upon the monitoring, identifying one or more inactive members of 

the cluster that are not presently overwhelmed at the application-layer; 

exoclusterly activating one or more members identified by the identifying, 

9. (Original) A method as recited in claim 1 further comprising: 
based upon the monitoring, identifying one or more active members of the 

cluster that are presently overwhelmed at the application-layer and identifying one 
or more inactive members of the cluster that are not presently overwhelmed at the 
' application-layer; 

exoclusterly deactivating one or more active members identified by the 
identifying; 

exoclusterly activating one or more inactive members identified by the 
identifying. 

10* (Original) A method as recited in claim 1 fiirther comprising 
determining a present activity state of members of the cluster, 

11. (Original) A method as recited in claim 1 further comprising: 
determining a present activity state of members of the cluster; 
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tracking and persisting the activity states of the members of the cluster. 

12, (Original) A method as recited in claim 11, wherein the activity 
states include cluster states. 

13, (Original) A method as recited in claim 11 further comprising 
reporting a present activity state of one or more members of the cluster. 

14. (Original) A method as recited in claim 11 further comprising 
reporting historical record of the activity states of one or more members of the 
cluster, 

15. (Original) A method as recited in claim 11 further comprising 
reporting a present application-layer state of one or more members of the cluster, 

16< (Original) A method as recited in claim 11 further comprising 
reporting historical record of the application-layer states of one or more members 
of the cluster. 

17, (Original) A method as recited in claim 1, wherein the 
monitoring comprises monitoring in one or more different application-layer 
protocols. 
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18. (Original) A method as recited in claim 1, further comprises, 
based upon the monitoring, determining the apphcation-layer availability of one or 
more members based upon an indicator of such availability, the indicator sent 
from a member being monitored. 

19. (Original) A method as recited in claim 1, further comprises: 
based upon the monitoring, determining the apphcation-layer availabihty of 

one or more members based upon a indicator of such availability, the indicator 
sent from a member being monitored; 

the member being monitored determining such availability and generating 
such indicator. 

20. (Currently Amended) A tangible computer-readable medium 
having computer-executable instructions that, when executed by a computer, 
perform the method as recited in claim 1 . 

21. (Currently Amended) A method performed by a control client 
that communicates with a load-balancing cluster of server nodes configured to 
service application-layer requests sent by user chents to a virtual address common 
to the cluster, the method comprising: 

monitoring application-layer availability of the server nodes in the 
members of - a -load-balancing cluster which includes nodes and a node manager , 
the monitoring being performed by one or more clients the control client 
generating and sending, from outside of the load-balancing cluster application- 



lee@hayes 



7 



BF7530 



layer, requests to those server nodes determined to be members of the load- 
balancing cluster; and 

exoclusterly controlling activity state of the members of the cluster. 

in accordance with the application- layer availability of a server node in the 
load-balancing cluster as determined by the application-layer monitoring of the 
control client sending to the load-balancing cluster a message that is configured to 
control whether the server node handles application-layer requests sent to the load- 
balancing cluster by the user clients, where the application-layer requests sent by 
the control client to monitor application-layer availability conform to a same 
application-layer protocol that the user client requests conform to. 

22. (Currently Amended) A method as recited in claim 21, wherein 
the controlling monitoring comprises selectively deactivating one or more active 
members of the cluster. 

23. (Currently Amended) A method as recited in claim 21, wherein 
the e ontFe - j - l r t - ng monitoring comprises, based upon the monitoring, identifying one 
or more active members of the cluster that are presently overwhelmed at the 
application-layer. 

24. (Currently Amended) A method as recited in claim 21, wherein 
the controlling monitorin g comprises: 

based upon the monitoring, identifying one or more active members of the 
cluster that are presently overwhelmed at the application-layer; 
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exoclusterly deactivating one or more members identified by the 
identifying. 

25. (Currently Amended) A method as recited in claim 21, wherein 
the controlling monitorin g comprises selectively activating one or more inactive 
members of the load-balancing cluster. 

26. (Currently Amended) A method as recited in claim 21, wherein 
the controlling monitoring comprises, based upon the monitoring, identifying one 
or more inactive members of the cluster that are not presently overwhelmed at the 
application-layer, 

27. (Currently Amended) A method as recited in claim 21, wherein 
the controlling monitoring comprises: 

based upon the monitoring, identifying one or more inactive members of 
the cluster that are not presently overwhelmed at the application-layer; 

exoclusterly activating one or more members identified by the identifying. 

28. (Currently Amended) A method as recited in claim 21, wherein 
the controlling monitoring comprises: 

based upon the monitoring, identifying one or more active members of the 
cluster that are presently overwhelmed at the application-layer and identifying one 
or more inactive members of the cluster that are not presently overwhelmed at the 
application-layer; 
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exoclusterly deactivating one or more active members identified by the 
identifying; 

exoclusterly activating one or more inactive members identified by the 
identifying. 

29. (Original) A method as recited in claim 21 further comprising 
determining a present activity state of the members of the cluster. 

30. (Original) A method as recited in claim 21 further comprising: 
determining a present activity state of the members of the cluster; 
tracking and persisting the activity states of the members of the cluster. 

31. (Original) A method as recited in claim 30, wherein the activity 
state includes a cluster state, 

32. (Original) A method as recited in claim 30 further comprising 
reporting a present activity state of one or more members of the cluster. 

33. (Original) A method as recited in claim 30 further comprising 
reporting historical record of the activity states of one or more members of the 
cluster, 

34. (Original) A method as recited in claim 30 further comprising 
reporting a present application- layer state of one or more members of the cluster. 
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35, (Original) A method as recited in claim 30 further comprising 
reporting historical record of the appHcation-layer states of one or more members 
of the cluster. 

36. (Original) A method as recited in claim 21, wherein the 
monitoring comprises monitoring in one or more different application-layer 
protocols. 

37. (Currently Amended) A tangible computer-readable medium 
having computer-executable instructions that, when executed by a computer, 
performs the method as recited in claim 21. 

38, (Currently Amended) A tangible computer-readable medium 
having computer-executable instructions that, when executed by a computer, 
perform a method performed by a control client that communicates with a load- 
balancing cluster of server nodes configured to service application-layer requests 
sent by user clients to a virtual address common to the cluster, the method 
comprising: 

dynamically determinin g, by the control client, which server nodes are 
members of the present members of a load-balancing cluster; which includes 
nod es- and a node manager and an activity state of each member; 

monitoring application-layer availability of the one or more members of the 
server nodes in the load-balancing cluste r, the monitoring being performed by the 
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control client generating and sending, from outside of the load-balancing cluster 
application-layer, requests to those server nodes determined to be members of the 
load-balancing cluster: and 

as such availability is observed by the computer outside of the cluster which is 
e emmuaicatively— linked — to - the node — manager in the cluster, such that the 

monitori ng is from a client perspective t - o - dctcct an error that may impact the 

application - layer availability as it appears to the computer from outside - of - the 
cluster; and 

exoclusterly controlling the activity state of the members of - thc cluster. 

in accordance v^ith the application-layer availability of a server node 
in the load-balancing cluster as determined by the application-layer monitoring of 
the control client, sending to the load-balancing cluster a message that is 
configured to control whether the server node handles application-layer requests 
sent to the load-balancing cluster by the user clients, where the application-layer 
requests sent by the control client to monitor application-layer availability 
conform to a same application-layer protocol that the user client requests conform 
to, 

39, (Currently Amended) A system comprising: 

a control client that communicates with a load-balancing cluster of server 

nodes configured to service application-layer requests sent by user clients to a 

virtual address common to the cluster; 

a dynamic cluster-membership determiner configured to exoclusterly and 

dynamically determine , by the control client, which server nodes are members of 
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the pre sent members ef ^ a load-balancing cluster; which - meludos nodes and a node 
manager; and 

an exocluster monitor configured to monitor application- layer availability 

of the present - membe -^ of the server nodes in the load-balancing cluster, the 

monitoring being performed by the control client generating and sending, from 
outside of the load-balancing cluster application-layer, requests to those server 
nodes determined to be members of the load-balancing cluster; and 
the exocluster monitor distributed across one or more clients outside of the cluster 
which arc communicativcl^ ^ H - Hked - to the node manager in the cluster, such that 
monitoring is from a client perspective to detec t an err o r - that may impact the 
application - layer availability as it appears to the one or more clients from outside 
of the cluster, 

in accordance with the application- layer availability of a server node in the 
load-balancing cluster as determined by the application-layer monitoring of the 
control client, sendin g to the l oad-balancing cluster a message that is configured to 
control whether the server node handles application- layer requests sent to the load- 
balancing cluster by the user clients, where the application-layer requests sent by 
the control client to monitor application-layer availability conform to a same 
application-layer protocol that the user client requests conform to. 

40, (Cancelled) 

4L (Original) A system as recited in claim 39 further comprising an 
overload-identifier configured to identify, based upon the monitored availability. 
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one or more active members of the cluster that are presently overwhelmed at the 
application-layer, 

42. (Original) A system as recited in claim 39 further comprising an 
overload-identifier configured to identify, based upon the monitored availability, 
one or more inactive members of the cluster that are not presently overwhelmed at 
the application-layer. 

43* (Original) A system as recited in claim 39 further comprising a 
state-determiner configured to determine a present activity state of members of the 
cluster. 

44, (Original) A system as recited in claim 39 further comprising: 

a state-determiner configured to determine a present activity state of 
members of the cluster; 

a database configured to store the activity states of the members of the 
cluster. 

45, (Previously Presented) A system as recited in claim 39, wherein 
the exocluster monitor is protocol agnostic. 
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46. (Currently Amended) A system comprising: 
a control client that communicates with a load-balancing cluster of server 
nodes configured to service application-layer requests sent by user clients to a 
virtual address common to the cluster; 

an exocluster monitor configured to monitor application-layer availability 
of members of a the server nodes in the load-balancing cluster which incl udes 
nodes and a node manager , the monitoring being performed by the control client 
generating and sending, from outside of the load-balancing cluster application- 
layer, requests to those server nodes determined to be members of the load- 
balancing cluster: and 

the exocluster monitor distributed across one or m ore clients outsid e of the cluster 
which are communicatively linked to the node manager in the cluster - , - - such-tto 
monitoring is from a - elient-per - spectivc to d e tect an error that may impact the 
application - layer a\^ailability as it appears to the one or more - c - lients-from outside 
of the cluster; and 

in accordance with the application- layer availability of a server node in the 
load-balancing cluster as determined by the application-layer monitoring of the 
control client, sending to the load-balancing cluster a message that is configured to 
control whether the server node handles application-layer requests sent to the load- 
balancing cluster by the user clients, where the application-layer requests sent by 
the control client to monitor application-layer availability conform to a same 
application-layer protocol that the user client requests conform to. 

an exocluster controller configured to co ntro l an activity st ate of members 
of the cluster. 
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47, (Currently Amended) A system as recited in claim 46, wherein 
the exocliister controller monitor is further configured to exociusterly and 
selectively deactivate one or more active members of the cluster. 

48. (Original) A system as recited in claim 46 fiirther comprising an 
overload-identifier configured to identify, based upon the monitored availability, 
one or more active members of the cluster that are presently overwhelmed at the 
appUcation-layer, 

49* (Currently Amended) A system as recited in claim 46, wherein 
the exocluster controller monitor is further configured to exociusterly and 
selectively activate one or more inactive members of the cluster. 

50* (Original) A system as recited in claim 46 further comprising an 
overload-identifier configured to identify, based upon the monitored availability, 
one or more inactive members of the cluster that are not presently overwhelmed at 
the application-layer. 

5L (Original) A system as recited in claim 46 further comprising a 
state-determiner configured to determine a present activity state of the members of 
the cluster. 
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52. (Original) A system as recited in claim 46 further comprising: 

a state-determiner configured to determine a present activity state of the 
members of the cluster; 

a database configured to store the activity states of the members of the 
cluster. 

53. (Original) A system as recited in claim 46, wherein the monitor is 
protocol agnostic. 

54* (Currently Amended) A dynamic, active, exocluster monitoring 
system for monitoring application-layer availability of members of server nodes in 
a load-balancing cluster and for controlling an activity state of such membe r 
server nodes , the monitoring system comprising: 

a control client that communicates with a load-balancing cluster of server 
nodes configured to service application-layer requests sent by user clients to a 
virtual address common to the cluster; 

an app-monitor configured to exoclusterly monitor appHcation-layer 
availabilit y of the server nodes in the load-balancing cluster, the monitoring being 
performed by the control client generating and sending, from outside of the load- 
balancing cluster application-layer, requests to those server nodes determined to 
be members of the load-balancing cluster; and the members of the cluster which 
ineludes - nodc3 and a node manager, the app - monitor distributed across one or 
more clients outside of the cluster which - are communicatively linked to the node 
manager in the cluster, such that monitoring is from a clien ^ pcrspc c tive to detect 
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an error that may impact the application - layer availability as it appears to the one 
or more cl - ients from outside - of - the cluster y 

in accordance with the application-layer availability of a server node in the 
load-balancing cluster as determined by the application-layer monitoring of the 
control client, sending to the load-balancing cluster a message that is configured to 
control whether the server node handles application-layer requests sent to the load- 
balancing cluster by the user clients, where the application-layer requests sent by 
the control client to monitor application-layer availability conform to a same 
application-layer protocol that the user client requests conform to, 

a clust c r - control - configured-te - cxoclusterly determine the activity state of 
the - me - mbers of the cluster and to exoclustcrly control the activit}^ state of the 
m e mb e rs of the cluster; and 

a central controller configured to coordinate and control the app monitor 
and - the - e - luster control 

55. (Original) A system as recited in claim 54 further comprising a 
database configured to store state change information, including cluster state and 
application-layer state. 

56. (Original) A system as recited in claim 54 further comprising 
multiple app-monitors. 

57. (Original) A system as recited in claim 54 further comprising 
multiple cluster-controls. 
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